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Security outside the box
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* A new attack vector o, e, 512\

- Defences aren’t up to scratch ‘Thunderclap’ vulnerability could
leave Thunderbolt computers open

* What can we do about it? to attacks

* What lessons can we learn?
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Thunder, thunder, thunder...
securty Thunderclap: Feel the magic, hear the

'"Thunderclap' security flaw in Thunderbolt | roar, macOS, Windows pwnage tools
spec could compromise PCs via USB-C and |are loose

DisplayPort connections Open memory defenses allow mischief from

Researchers uncovered the flaw in 2016 - but Microsoft still hasn't rolled out connected kit

patches to protect users of Windows 10 By Thomas Claburn in San Francisco 26 Feb 2019 at 22:40  32() SHARE ¥
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Smaller laptops, more external peripherals

* Laptops getting smaller, more devices are going external
* Chargers, dongles, docking stations
* Common to borrow external peripherals (power, dongles, displays) from others

* Performance is increasingly more of a constraint ®

* Security?
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USB-C convergence: can’t tell protocol from the
connector

USB Type A
YP DC Power

Video

Mode \ 0
muXx by cable

Thunderbolt 3 USB Type C
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Security!?

* USB is a packet-based protocol

* like the internet, only little scrutiny
attackers craft bad messages
reprogram devices to send bad messages
trip up and exploit device drivers
defences: firewalls, filtering, fuzzing etc

@recnca

This thumbdrive hacks
computers. “BadUSB” exploit
makes devices turn “evil”

Researchers devise stealthy attack that reprograms USB device
firmware.

DAN GOODIN - 7/31/2014, 2:21 PM

* Thunderbolt carries PCl Express, which is a

memory-based protocol
* DMA: direct memory access
* access the full state of your machine
* read your files, your passwords
* inject arbitrary code...

-~ PCl Express* -

-~ PCl Express =

o

<= Thunderbolt™ Cable ==

o
A A 4 N AN

DisplayPort == DisplayPort ==

Thunderbolt
Controller

Thunderbolt
Controller

* USB Type C carries both, and power and video, on the same cable
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False friend: Thunderbolt access control

7]

The following Thunderbolt™ device chain has been plugged in and one or more devices
require your permission to connect to this system.

Select the devices you wish to connect:

o CalDigit, Inc, TS3 Do Not Connect

Note: Selecting "Do Not Connect" will prevent that device and all devices further down
the chain from being used on the system.
Install the driver included with the device before approving the device.

On Windows and Linux, Thunderbolt can prompt when a new device is
connected

Prompt gives no information about the rights being requested

Users can’t make any kind of informed decision whether to allow it

Can’t identify devices above Thunderbolt layer (eg implant in a dock)

MacOS doesn’t prompt, just need to buy a Thunderbolt dock on the whitelist

5 B UNIVERSITY OF
4P CAMBRIDGE

Thunderclap: The Perils of Peripherals 6



Memory Management Unit: process isolation

Virtual address space A System
> _ Memory
CPU Virtual address space B MMU Physical
> addresses
- >
Virtual address space C
>

Translation and
protection

PCI Express
peripheral
Physical addresses
>
Thunderbolt W
peripheral
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/O Memory Management Unit: device isolation

Virtual address space A System
> . Memory
CPU Virtual address space B MMU Physical
> addresses
>
Virtual address space C
e >
Translation and
protection
PCI Express
peripheral IOMMU Physical
/O virtual address space a addresses
> >
|/O virtual address space B
>
Translation and
Thunderbolt protection
peripheral
. . & B UNIVERSITY OF
Thunderclap: The Perils of Peripherals 8 a C AM BRIDGE



|IOMMU protection against malicious devices

X Windows 7 / 8 : don't use the IOMMU, all memory exposed
X Windows |0 Home/Pro : didn't use the IOMMU
MacOS 210.8.2 : IOMMU enabled by default
X Linux : supported, but IOMMU rarely enabled by default
X FreeBSD :supported, but not enabled by default
X 1OMMU often disabled in default firmware settings (BIOS, UEFI)

Current state of the world is not good
Our work assumes that the OS vendor is at least vaguely trying...
What is the attack surface if they turned on IOMMU protection?
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Attacks from a real device

* general understanding: “when the IOMMU is
enabled, attacks are foiled”

* these are simple memory-probing attacks

* no interactions with driver or kernel

* actually, the attack surface is much more
nuanced

 what attack surface does a real I/O device have!?
 what accesses can it make?
* how does it interact with the device driver stack!?

* as the OS increasingly trusts it, what extra
vulnerabilities does it open up?

Thunderclap: The Perils of Peripherals

AM | OWNED?

PROBABLY NOT

Pre-lvy Bridge

Ivy Bridge
and later

DUDE, WHAT THE HELL? UPGRADE YOUR SHIT

Thunderbolts and Lightning 5 5 5 Very,Very Frightening

snare and rzn, Thunderbolts and Lightning — Very Very
Frightening (2014)
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Thunderclap: a research platform for I/O security

* We built a fake network card (NIC):

e software device model of an Intel EI000 PCle ethernet card from QEMU
* software = easy to change, add malicious behavior

run it on a CPU on an FPGA (Arm Cortex A9 on Intel Arria 10, running Ubuntu)
* FPGA logic can send and receive arbitrary PCle packets
* QEMU model responds to PCle packets and generates ‘DMA’ like a real NIC

runs on FPGA dev boards, attached via PCle or Thunderbolt dock
hardware/software open sourced

designed physical embodiments
* Thunderbolt dock implant

.. . Arbitraryl| Config i QEMU NIC QEMU virtual Malicious
* malicious projector, charger TLP J| TLP { control; DMA AR notvork card
o . i i | i a
* not fully engineered/productized engine fiengine | regs engine 5

* not released at this time ' ' Linux kernel

PCle soft-core [ ClaN:e]icl{els][s Arm Cortex A9 CPU dual-core

PCle to Thunderbolt bridge (optional)
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Attaclk:Windows |0

* Windows |10 Home/Pro didn’t use the IOMMU
* Windows 10 Enterprise doesn't by default

* Enterprise can enable Virtualization Based
Security (VBS): runs the main OS in a HyperV VM

* second minikernel for key storage, etc

* Under VBS: I/O device has full access to all system
memory except the few pages of minikernel are
protected

* Attacker can get everything except the disk
encryption keys

* keyloggers e screen capture
e filesystem plaintext * network traffic
* run arbitrary code * much more...

Thunderclap: The Perils of Peripherals

tiny protected minikernel

/
1 Wi 0 nerpise

0GiB \ 16GiB

main OS unprotected
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Attack: MacOS data leakage and root shell

* MacOS architecture

* all devices share one page map

* network card can’t read/write kernel or apps memory, but can
access USB buffers, framebuffer

* mbufs are allocated in a single block and exposed to all
devices at boot time

* access all of the network data all of the time — traffic for other
network cards/wifi,VPN plaintext, etc

* Breaking existing protections

* Kernel-Address Space Layout Randomization (KASLR)
can be broken due to leaked symbol from USB driver

* free() function pointer and 3 parameters from mbuf
allow launching a root shell

Thunderclap: The Perils of Peripherals

struct mbuf {
struct m_ext;

// internal buffer
char M_databuf[224];

}s

struct m_ext {
/I external buffer pointer

/I free() function pointer
void (*ext_free)(caddr_t,
u_int, caddr_t);

J

struct ext_ref {
u_int32_t refcnt;
// buffer is external flag

} *ext_refflags;
}s
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Attack variations

* FreeBSD

* one page map per device

* see other network traffic co-located on pages (traffic for other NICs,VPN
plaintext)

* no KASLR: root shell attack works

* Linux
* one page map per device
* data and metadata on different pages — can’t overwrite free() pointer

 general kernel allocator used by driver

* see Unix domain socket traffic (as used by SSH agent)
* kernel NAT jump tables, potentially lots more...
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Attack: Linux IOMMU bypass

PCle has a feature called Address Translation Services (ATYS)

Allows PCle to carry pre-translated addresses
* Performance mitigation to cache translations locally, don't have to go inter-socket on a multi-socket

server

‘Pre-translated addresses’ means we can generate memory reads/writes to arbitrary physical

addresses with no IOMMU interposing
Set Thunderclap to advertise PCle configuration registers saying it supports ATS

Linux sees this and enables ATS on the PCle switches

Set a bit in the PCle packet header saying an address is pre-translated

We've completely bypassed IOMMU protection!
31
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Mitigations and impact

* Collaborating with vendors since 2016

* Apple mitigated specific exploit in MacOS 10.12.4

* encrypt the kernel pointer, hide the flags

* Microsoft shipped Kernel DMA Protection for Thunderbolt 3 in Windows 10 1803
* |IOMMU enabled for Thunderbolt devices (only)
* Requires post-1803 firmware, ie new products only

* Intel enabled IOMMU for Thunderbolt in Linux 4.21 (now 5.0rc), disabled ATS

* Thunderbolt devices are now less trusted than internal ones

* Major laptop vendor: we won't ship Thunderbolt until we understand this attack vector
better

* Eternal vigilance: DMA turning up in numerous new places — PCle in phones,
SD card 7.0, NVMe over Ethernet...
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Thunderclap.io transition

& thunderclap.io

* Vendors want to audit
security from malicious Thunderclap

dGViceS, but don’t have malicious peripheral devices
the skill set

GitHub

e Our hardware and
S Oftwa re h as b e e n O P e n - Getting started with Thunderclap on
sourced

Worked hard to make it Contact: theo.markettos [at] cl.cam.ac.uk
accessible to software

folks

* Major vendors are now
using it internally
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Getting started with Thunderclap

This article describes how to get Thunderclap up and running on an FPGA.

Shopping list

\\\\\\\

To use Thunderclap, the recommended shopping list is as follows:

® Enclustra Mercury+ AA1 FPGA module with Arria 10 FPGA, part
number 10AS027E4F29E3SG (€459). If these are out of stock, the
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Mitigations and impact

* Best practice guidelines

* Engaging with the future
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devices and you
your device should

USB4 Specification Announced: Adopting
Thunderbolt 3 Protocol for 40 Gbps USB

by Anton Shilov on March 4, 2019 1:35 PM EST

56 Comments | Add A Comment
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Conclusions

* We present the IOMMU attack surface as a new and rich field for
vulnerabilities

* Open sourced Thunderclap, a research platform that allows
exploration from an FPGA

* Told some stories of attacks across four major OS platforms
* including a complete IOMMU bypass

* Vendors shipped mitigations to our attacks which are already fielded

* Solving the problem in the general case is a lot harder than it
appears... we're working on it!

* NDSS paper, source code and FAQ: thunderclap.io
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