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Implementation Attacks

Output

Bad Input Errors




Types of Secrets

Crypto Secrets State Secrets m

Short-Term Addresses of Sensitive ldentity
Session Keys Instructions Decaierie
Long-Term Inventory of Installed Browsing History
Signing Keys Vulnerable Software

Images on Screen
Long-Term Random Number

Decryption Keys  Generator State Health Sensors

 What if the secret is compromised?
* How do we protect the secret from attack?



Credit: SF Public Library courtesy of Golden Gate NRA, Park Archives, Interpretive Negative Collection, GOGA-2316
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Website Fingerprinting
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Classical ML vs Deep ML

* Classical ML: you choose features, classifier decides
* Deep ML: classifier chooses the features and class
* Both classifiers: training, testing, accuracy  OutputLayer
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How is WF Evaluated?

a COMM
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« Main metric Is
accuracy

* Closed World
vs Open World

 Base rate is
important!

* Network based
WF has >90%
accuracy



Traffic Moulding
Defenses against WF

Tor Network
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Source: lakeland.co.uk
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A @BFORUMS @B MEMBERS M RECENT POSTS
PackpyTka caiita: *Boisog B TOMN-10 u G, nogHATHE , 3000+ oT3bIBOB*

iﬁﬁ IIPE,U,IIIII'IIIO BUPTYAMDBHDIE CEPBEPA

MNOA PASAMYHME LLEAU U NMPOEKTDI.

) ®uHaHcoBble 3aaa4n/CoumnanbHble CeTU Mokynka, Mpopaxa, O6mMeH Tpaduk, MHcTannbl, 3arpy3skm - NMokynka, npoagaxa

NMpoaa)a Ka4yeCTBEHHbIX 3arpy3ok

Discussion in 'Tpaduk, uHctannbl, 3arpy3ku - Mokynka, npoaaxa' started by sasagiant, 2 Mar 2017.

2 Mar 2017

[o6poro BpeMeHu CyToK:
MpeacraBnsio BalweMy BHMMaHUIO CEPBUC MO npoaaxxe UHctannos(kpome PY n CHIN)!II
LocTynHbl 6onbline 06bEMBI.
Mpocbba yTOUHATb LEeHbl U AOCTYMHOE KOJIMYECTBO B JINUKE.
MHTepecHbl ONTOBLIE 3aKyNKU U NPOrpy3 Ha NOCTOSIHHOW OCHOBE.
sasagiant Bce cpenctBa ans nporpy3sa Mbl npegocrasnsiem camu,exe/dll.

New Member CrapT B TeYeHun 5-15 MUHYT.
Joined: 22 Feb 2017

Messages: 8 .
Likes Recelved: 0 NHdopMauma no NnoTokam :

Reputations: 0 TemaTuka : MMKCOBas
MNpoucxoxaeHue Tpada : bupx +cnam
Pa6otaem c noagepa , MMH 3aka3 500
[OCTYrnHO . MUKC Mupa KaHaaa u toca
LleHa : Mmukc mmpa 100USD 3a 1k .(ueHa Ha 06béMbl 06roBapmMBaeM OTAENIbHO)
Hawwn koHTakThl : alen.sgor@exploit.im

Tema Ha Apyrux ¢opymax ..
https://fuckav.ru/showthread.php?t=32345&cdn=1

Last edited: 17 Jun 2018
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Cache-Based WF
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Cache-based vs Net-based WF

Resists net countermeasures Can be detected by victim
Robust to response caching Depends on hardware config
Works across NICs

Lighter attack model



Demo



Countermeasures

Power Analysis Attacks
Revealing the Secregs of Smart Cards

* Hiding
* Lowering the SNR

ES,?Sefzntlr\]/langard
abe idi | |
h Oswald * Hldlng n Tlme

* Hiding in Amplitude
° MaSking
* Secret Invariance

* Separation in Time
* Separation in Space




Hiding in amplitude

* I[dea: run a dummy prime and probe in the
background

 What is the effect on WF accuracy?
 What is the effect on performance?



Effect on Accuracy

ML with Cache Activity Masking
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Effect on Performance
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Conclusions

e Side-channel attacks can attack human secrets, not
just cryptographic secrets

* Specifically, cache-based website fingerprinting is
feasible and very dangerous to user privacy

 What other secrets can we attack?
* What kind of countermeasures apply here?



Thank you!

e Dataset freely available under
CC-BY 4.0 license

 Contains:

* Thousands of memorygrams in
multiple settings

e Associated network traces
* Deep learning classifiers in Python

https://orenlab.sise.bgu.ac.il/publications/RobustFingerprinting
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JavaScript Attack Results

Closed World — Base Rate 1%
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JavaScript Attack Results
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JavaScript Attack Results

Open World — Base Rate 33%
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JavaScript Attack Results
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